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Greed or Financial Need
Anger/Revenge
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Behavioral
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DATE AND PLACE OF BIRTH
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The City of Atlanta is currently experiencin

VArIOuS custome llg :I;)':\I( atons, inc IH’

customers may us pay bills or access court-relate
information. Our TL_AIM team is working diligently
with support from Microsoft to resolve this issue
Atlantaga.gov remains accessible.VWe will post any updates
as we receive them.Thank you for your patience.

Atlanta Spends

Another $9.5M
After Ransomware
Attack in March
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% Criminal
< transnational
< opportunistic
< money

+ State Sponsa
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+ Malicious software
+ keylogger
% copy sensitive data

< webcam / microphone spy

< web injects
% destroy d
% destroy equi
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>4 Request from CEO
Subject: Immediate Wire Transfer

To: Chief Financial Officer

© High Importance

Please process a wire transfer payment in the
amount of $250,000 and code to “admin expenses”
by COB today. Wiring instructions below...







Ransomware

YOUR COMPUTER HAS BEEN LOCKED!

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
OK).

If an error occurs, send the codes to address fine@ihi.gov.







A

RSA SecurlD

Passcode

1/5/88]9/0/s|s




UNCLASSIFIED

Vendors & contractor

Links between netwo
< limit connections
<  monitor access

Incident handli
Cyber insure




Viake a Difference

< Educate and regularly train err
protocols. |

“ Use appropriate screening prc
employees.



+ Internet Crime
- WWW.1C3.80V

+ InfraGard
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